NetDocuments Workstation Echoing Configuration

Echoing is an advanced NetDocuments feature that can be used to improve performance and reliability of the system.  When echoing is enabled, documents that are downloaded to a client workstation as part of an edit, check out, or save local operation are cached on the workstation.  This improves performance, because if the document is accessed again from the same workstation and it has not been edited elsewhere, the echo copy can be used without doing another download from the server.  Echoing improves document availability, because the echo copies can be accessed even when NetDocuments is inaccessible due to an Internet failure.
Because the echo documents are not protected by NetDocuments’ security mechanisms, it is important that echoing only be performed in environments where the security of the echo documents can be ensured through other means.  For example, you wouldn’t want to echo to the C drive of a computer in a library, cyber café, or other public place because it would be difficult to secure the echoed documents in this type of environment.  You might not want to echo to the C drive of a Windows 98 workstation in an office setting, because other people in the office could access this computer and retrieve documents from it.  But most people would feel secure echoing to a directory on the C drive of a Windows 2000 workstation that had been configured securely, or to a properly secured directory on a local network drive.
In order to avoid accidentally leaving echo documents in an insecure location, NetDocuments disables echoing by default.  Echoing will only take place when it has been explicitly enabled for a particular user on a particular workstation.  The user/workstation configuration information is stored in a per-user area of the Windows registry.  Specifically NetDocuments echoing configuration data is stored under the registry key HKEY_CURRENT_USER\Software\NetVoyage\NetDocuments.  The following values are used:

· EchoLoc – The full path name to the directory where echo documents are stored.  This is a string value.  It should end with a backslash character.  Examples:  c:\echo\, f:\echoDocs\aThompson\.

· EchoRetention – The number of days that echo documents should be kept before they are eligible for automatic deletion.  This is a string value.  The maximum valid value is 9999.  If missing or set to 0, echoing is disabled.  Examples:  1, 7, 14, 3650.

NetDocuments records additional values under this registry key during the course of operations.  These other keys should not be edited by other software.

The Microsoft Policy Editor is a useful tool when an administrator desires to set default values for the echoing policy for a large number of workstations.  The following information will serve as a reference for the proper procedure by which this is accomplished for Windows 2000.

Because policy editor requires specific type of administrative templates (*.adm files), a custom administrative template is required.  The template file is used as the administrative snap-in for the Microsoft management console or MMC.  NetDocuments has created this template for all subscribing customers.  The template is based on approved Microsoft technology, and is supportable via Microsoft Premium Support. (800) 936-3200.

Implementing Local Echo for the Corporate Desktop

A file called “ndecho.adm” will be provided from NetDocuments, Inc. support.  This file is the basis for correctly implementing the Local document echo feature, for an entire corporate environment.  This set of instructions should be utilized by Network Administrators only, who posses appropriate knowledge and capability to implement this procedure.

Step 1.  Verify that the ndecho.adm file is copied into the WINNT\inf subdirectory.  This is the proper location from which to install the policy.  If you are unable to unhide the “inf” subdirectory, please refer to folder security properties, and verify that the appropriate permissions exist for you to administer this policy.  

Step 2.  Run the Microsoft Management Console from the Windows Start button.  (start, run, mmc, enter) You will see the following dialog box appear. 
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Step 3.  Select the Console option from the menu and then choose the “add/remove snap-in” option. You will then see the following dialog box.  
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Step 4.  Click on the “Add” button.  Highlight “Group Policy” and click on the “Add” button to introduce the administrative snap-in to the local computer. 
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**Note that you will must have admin privileges for the local computer upon which you are assigning the policy.  There is an option to select other devices in the Domain.  In order to select other devices, you must have domain admin privileges associated with your user id, or the user id must be in the domain admin group.  If you are going to select another device, the Active Directory Services must be configured, so that an “Object” is available to select from.  If Active Directory Services are not configured for the domain, the object picker will fail to find an organizational unit (forest) to choose from.

Step 5.  Click on the “Finish” button to add the snap-in for the local computer.  Close any remaining dialog boxes and click on OK to get back to the Microsoft management console.  The following screen is displayed. 
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Step 6.  Completely expand the local computer policy drop down hierarchy.  Note the two levels of policy administration.  They are: Computer Configuration and User Configuration.  Because the NetDocuments echo policy is a USER based config, the policy will be added to the USER\ administrative templates area.  Highlight “Administrative templates” and right click. Navigate to the View option, and de-select the “Show Policies Only” option.  Failing to do this will cause you to be unable to view the addition of the ndecho.adm file.
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Step 7.  Right click on Administrative Templates, and Select “Add/Remove Templates”.  Click on the “add” button, and choose the “ndecho.adm” file from the WINNT\inf subfolder.  Remember that this folder must first be unhidden, and the ndecho.adm snap-in template copied into this subfolder. 


[image: image6.png]Curtent Polcy Templates:

Size [ Modiied

o] etes T0Ke 127771998500
asten 72K 5747200 1205

s | omoe





[image: image7.png]Templates 21|

Loskn: [y inf -] ¢ ®ckE-

[£] conf.adm
[E] inetcorp.adm
|£] inetres.adm
|£] inetset.adm
rciecho adn)
|£] system.adm
|Z] wrop.adm

Femns  [ocnein = T

Lo |
Fils of ype: Foicy Templates < e )





** select open and the file will then be added into the USER administrative templates area.
[image: image8.png]Curtent Policy Templates:

e o Ve

] cort e 1271598500

[ netes 105KB12/7/1939500

[ sstem 721K 57472001 1205
s | omoe





Click on the “close” button.  Note that the policy will create a new “software Settings” folder in the policies area.  The policy will appear as “ Not Configured” at first.

[image: image9.png]=lolx|

Consdlewincow_tiep || [)

| axion yonEavres || @ >

am B2

Tree | Favortes |

Cosolo oot
€ Local Compute Py
5@ Computer Confgurstion
Software Setings
Windows settings
Adnistratve Tempistes
&1 User Cofigration
Softwae Setings
Windows settings
20 Adniniratve Tempstes
Windows Conponerts

(3 Start Menu & Taskbar
Deskiop

Control Panel
Hetwork.

System

Polc

Setting

[ ovectoy athtoecho

Not configured





Double click on the “Directory Path to Echo” icon to open the properties dialog box for the policy snap-in.  Selct the “Enabled” radio button to activate the policy, and then choose “apply”.
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Note that the policy automatically defaults to a predetermined directory path, as well as a default retention period.  If a different path is required, or a different retention period, then edit the corresponding field to specify the desired path and retention period.

Step 8.  Verify the Registry has accepted the settings of the computer policy.  This is done by launching the registry editor and navigating to the HKEY_ CURRENT_USER\Software\NetVoyage\NetDocuments area.  Verify that the registry strings exist and reflect the settings which were previously specified in the policy properties.  Verify that the path and retention period. Note that the directory which you specified MUST exist, in order for the echo location policy to store a copy of your documents.  If the directory location does not exist, then it must be manually created, so that the docs actually are placed properly.
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Once you have verified that the policy has indeed been installed, test it with the NetDocuments local echo feature available from the NetDocuments service.   If additional information is required on how to test Local Echo, please contact NetDocuments, Inc. technical support at (801)722-6611.

Setting up the Local Echo Policy for the Domain

Step 1.  Logon to the Primary Domain Controller which is running Microsoft Windows 2000 using the Domain Administrator account.  Open up the Administrative tools dialog box and make sure that your Active Directory Domains and Trusts, shows that ADS/DNS is configured. (See below)
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Step 2.  Navigate to the Administrative Tools area of the W2K domain controller and select Active Directory Users and Computers.  The Default objects will appear in the console window.  (See below)
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Next, verify that the computers in you domain are listed as member objects of the domain. This is done by expanding the “computers” folder from within the Active Directory folder contents. Computer objects will appear in the window pane (See below)
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This example lists the computers for which the Local Echo Policy will be installed through out the entire domain. 
Step 3. Expand the “users” folder from within the Active Directory folder contents.  Highlight the Domain Computers group object from within the expanded window. (See below)
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Step 4. From the Start button, run the Microsoft Management Console on the domain controller.  Select Console from the Menu and then highlight and select “add/remove Snap-in” from the menu bar. (See below)
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Next, select the Add button and the Snap-in options window will appear.  Select the Group Policy option from the list and then select the “Add” button. (See below)
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You will then see the following screen, and select “browse” button.
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Next, select the “All”: tab and then select “default Domain Policy” for the computers throughout the entire domain. And then click “OK”. (See below)
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The screen will then display the Group Policy Object with “Default Domain Policy” appearing in the field.  Once you see this, then select “Finish”. (See below)
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You will then see the following screen, specifying that a domain group policy will be installed. Then click on “OK”. (See below)
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Step 5.  The Default Domain Policy is ready to be installed and activated within the W2K domain and Active Directory.  You will see the following screen. ( See below)
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Expand the “Default Domain Policy” and navigate to the “User Configuration” area and highlight Administrative Templates.  Right Click on Administrative Templates, then select “Add/Remove templates” option from the menu. (See below)
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Select the “Add” button to add the “ndecho.adm” policy file from the location where you have copied to.  In this example, it is already copied into the default “inf” folder location for W2K.  Remember, Administrative privileges are required to create and enable a domain group policy. (See below)
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Select the correct file as shown above, and then click the “Open” button.  The new policy file will appear in the installed policies list as shown below.
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Click on the “close” button.  The console root / default domain policy window will reappear on screen as shown below.  Note there is a new “Software” folder under the User configuration, Administrative templates area. (See below)
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The policy will not be configured when first installed.  Double click the “Directory path to Echo” policy to view the properties of the policy.  

Step 6.  Enable the Domain Group Policy from within the properties dialog box by selecting the “enable” radio button as shown. (See below)
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Once enabled, Click the “Apply” button and the domain policy default settings will automatically appear in the policy property fields, and will apply to all computers in the domain after a user successfully logs on to the domain. 
Be sure to verify that the domain group policy is enabled before you close out the console dialog box. (See below)
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Users are now ready to accept the default domain policy by logging onto their local machines.  The PC’s which are included as members of the domain computer object group will inherit the settings automatically.

Once the user has successfully authenticated to the domain, a new Registry Entry with associated values will be created and seen as follows: (See below)
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